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End of Life

=
End of Responsibility

Not Quite

iaitam.org | Peace, Love & Asset Management | ACE 2022

Introductions

CEO of an ITAD company —R2, NAID AAA, B Corp

Father of 3 and an ASU grad

IT Services Industry for 22 years

Worked large and small companies in DC Services, Software

Asset Management, and Telecom Expense Management

P
£ £ TN

* Q;‘ iaitam.org | Peace, Love & Asset Management | ACE 2022

5/3/2022




3 A

Who is responsible?
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The Facts

S 1,200,000 sz enrnse
d% :

disclosed the protected health

information of up to 344,579

individuals when returned multiple

photocopiers to leasing agents

without erasing the photocopier

hard drives.
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Types of Responsibility
End of Life Process
Some Government Rules
Scary Results

Comfort Levels
Questions

Your Checklist (Handout)
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Responsibility
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What Does Responsibility Mean

Answerable, or accountable for.
Something within one’s power, control, or management

Types of Responsibility
* Legal

* Moral

* Professional

* Social

* Environmental
¢ Corporate

* Etc.
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Focus

Legal — what you MUST do
Social — what you COMMIT to do,
From the lens of your Corporate entity

*Note: Environmental responsibility spans across both
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EOL Process
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Typical IT Asset Lifecycle
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Typical IT Asset Lifecycle
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What Does EOL Mean

The point at which the asset no longer serves its
intended purpose for your organization and is removed
to the point that you no longer have any remaining
responsibility, and this includes both your specific
legal and social responsbilities

The Big Question:

Does the current way you think about End of
Life include the end of all of your
responsibilities?
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Quick Break and Stretch
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Legal Responsibility & Impact

oNiD
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STATE OR INTERNATIONAL FEDERAL REGULATIONS FAILURES E

|
% |
% |

The CCPAIs a state statuteintended to enhance privacy rights and consumer
protection for residents of California, United States. The statuteaims to safeguard
consumer privacy for Californians the same way the GDPR protects Europeans

California

Consumer Companiesthat meet certain There are certain data retention
thresholds (ike $25M in annual commitments, as well as protocols

Priva cy ACt  revenue) musttakeaseries of for notificationin case of a breach.

measure to notify, protect, and
share the informationin accordance
tothe law.
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WHAT IT IS:

Itis not possible to relieve either party of their responsibilities under the GDPR. If
adata subject's personal data is processed unlawfully, they have a legal right to
pursue compensation from a data controller.

CUERRMERTIHEES ADPA can't relieve a data controller of its liability to a data subject ora Data

Data Processors Protection Authority, even if an incident is clearly the data processor's fault.
and Data
Controllers— CCPA

and GDPR

HOW THIS RELATES TO ITAD

Unlimited liability and indemnification do NOT absolve you of your
responsibility.
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State Laws
=
=
—]
e-waste Laws Data Protection Laws
Currently exist Currently exist
in 25 states in 35 states
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WHAT IT IS:

The Sarbanes-Oxley Act, also called Sarbanes-Oxley, Sarbox or SOX, is a 2002
United States federal law that set new or expanded requirements to protect the
public from fraudulent or erroneous practices by corporationsand other business
entities. The goal was to increase transparency and require a formalized system of
checks and balances in a company.

GOVERNMENT REGS

Sa rbanes_ ACTUAL LANGUAGE HOW THIS RELATES TO ITAD
SOX compliance i C i red by SOX must
Oxley include formal data security secure their financial data
policies thatare communicated and throughout the company and
enforced. The data security strategy throughout that data's existence.
must protect all financial data Proper disposal is a legal
stored and utilized. requirement.
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WHAT IT IS:

The Payment Card Industry Data Security Standard, PCI DSS, or PCI for short is a set
of requirements developed to ensure the maintenance of a secure environment
forall companies that process, store, or transmit credit card information.

GOVERNMENT REGS

WHO IT APPLIESTO HOW THIS RELATES TO ITAD

PCI DSS This applies to every company If you have any credit card
regardless of volume. Ifyouuse a information, you are responsible for
third-party processor for two adherence for the life of the data,
transactionsa month, youmust making responsible destructionan
comply. important risk mitigation strategy.
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WHAT IT IS:

The GLBA is also known as the Financial Services Modernization Act of 1999. The
act requires financial institutions to explain their information-sharing practices to
their customers and to safeguard sensitive data.

GOVERNMENT REGS

WHO IT APPLIESTO HOW THIS RELATES TO ITAD
Gramm- Financial institutions are companes Companiesthis impacts must be
. that offer consumer financial consistent with the FTC's Disposal
Leach-BlI |Iey productsor services like loans, Rule, which includes the erasure of
financial or investment advice, or media or hardware that contains
Act insurance. customer information.
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WHAT IT IS:

The Fair Credit Reporting Act (FCRA) is U.S. Federal Government legislation enacted
in 1970 to promote the accuracy, faimess, and privacy of consumer
information contained in the files of consumer reporting agencies.

GOVERNMENT REGS

WHO IT APPLIES TO HOW THIS RELATES TO ITAD
Fair Credit Surprisingly, more companies than All companies with this
youthink, must comply. This includes personal data have legal
1 Consumer Reporting Agencies (CRAs) obligations to protect this
Re po rtl ng like credit bureaus, companies who sensitive information until its
ACt report information to the CRAs like disposal.

financial institutions, and any
company who uses credit reports
including in a hiring procedure.
NOTE: There was anamendment, Fair and Accurate Credit Transaction Act
(FACTA) that stipulates reui for disposal.
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HIPAA is a federal law that required the creation of national standards to protect
sensitive patient health information from being disclosed without the patient’s
consent or knowledge. The HIPAA Security Rule protects a subset of information
covered by the Privacy Rule.

Organizations that must comply with HIPAA Companies that are a Covered
Health Insurance (e 0 (& i e heatth care Entity or a Business Associate are
Portability and providers, health plans, and health care
- clearinghouses. Additionally, any individual
Accountability Act {*® Wy
involves the
useof is

considered a HIPAA Business Associate and
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must properly dispose of such information by taking
reasonable measures to protect against unauthorized access to or use of the
information in connection with its disposal.

. Due diligence and monitoring compliance with a contract with another party
FTC Dlsposal engaged in the business of record destruction (consumer information). Due

diligence couldinclude of the disposal company's
Ru Ie operations and/or its compliance with this rule, obtaining information about the

disposal company from or other reliable sources, requiring that

the disposal company be orsimilar third

party, reviewing and evaluating the disposal company'sinformation sect
or procedures, or taking other appropriate measures.
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S 60 M 0OCC fines Morgan Stanley $60M for data

inventory risk failures
Morgan Stanley may not have had a complete Q

checklistin place to help ensure it properly disposed 0000 00

of decommissioned computers the bank failed to

Morgan Staniey has sgreed to pay $60 millon s part ofasettlement with the

effectivelyassess or address the risks associated with e Socammisionad s Us: e ek

the decommissioning of its hardware, failed to
adequatelyassessthe risk of using third-party

vendors
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C nces for HIPAA violations don't stop
when a business closes $ 100 K

an individual transported medical records to a
shredding and recycling facility... left medical
records of approximately 2,150 patients with
PHI...in an unlocked truck outside the facility

Although Filefax shut its doors, it could not escape

oD

its obligationsunder the law
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“AppIe (0 pay $150.000 arter allegations of hazardats waste viokations

$450K

Asettlementwith the California Departmentof
Toxic Substances Control, which alleged it found
hazardous waste violations at two electronic
wasteshredding facil thatthe techfirm

operated

oNiD
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California’s 2003 Electronic Waste Recycling Act
mandatesbusinesses to dispose all their hazardous e-
wastes, comprising of LCD TVs and laptops, computers
and other florescent cathode ray tube powered devices,
including miscellaneous electronic devices like circuit

boards and batteries... properly.
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$236M IN FINES TO TOP 10

GDPR Enforcement Tracker

Y
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Reputation

Apple says it never ‘reeyeles’ old devices if they can still be used. Its lawsuil
against a Canadian recycler suggests otherwise.

The lawsuit raises new questions about the iPhone maker’s environmental practices, because Apple
says it never destroys electronics that are still suitable for use. Apple said in the lawsuit that the
devices sent to GEEP had been “repaired.” But Apple didn’t explain how they were repaired or make

any specific allegations in the suit that the devices were damaged or unsafe to use.

oD
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Social Responsibility
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What are examples of
Social Responsibility?
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\ . Committed to
;,‘\'\ Transparency—People,

L PR S

'{umpe_r Products & Solutons Parivers Compary

Corporate
Responsibility

‘meaningful dif

L] ACE 2ves

Better yet, what are your
company’s social commitments?
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Impacts so many things, including:
* Hiring

* Retention

Corporate Values - Reputation

What we stand for * Customer Contracts and Terms

* Press Coverage
You CAN & DO get * How customers think of you
to add your own

Data Security (breaches)
Privacy
Environmental Commitments
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Mini Recap
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What We’ve Covered

Types of Responsibility

* Legal examples

* Social
End of Life

* Definition and Consideration
Legal Responsibility

* Environmental

* Data

Social Responsibility

* Definition and Your Commitments
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What Should | Do?

Y
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What is the Big Mistake?

A
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Typical IT Asset Lifecycle
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IT Asset

IT Asset
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What an IT Asset Really Is
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IT Asset

IT Asset
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IT Asset Definition

Requires EOL per Segment

/AN
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IT Asset EOL by Segment

* Decommission
« Send to ITAD or Recycler

w * Erasure of Data
) * Hard Drive Destruction

‘ ‘ * ITSM Processing
* Accounting and/or

e Chargeback
iaitam.org | Peace, Love & Asset Management | ACE 2022
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* Decommission
* Send to ITAD or Recycler

DATA RETIREMENT
* Erasure of Data
* Hard Drive Destruction

VIRTUAL RETIREMENT

VIRTUAL * ITSM Processing
(AT * Accountingand/or
Chargeback
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* Decommission
* Send to ITAD or Recycler

DATA RETIREMENT
DATEONASSEY * Erasure of Data
* Hard Drive Destruction

VIRTUAL ASSET * ITSM Processing
(SOVERRARCE * Accounting and/or Chargel
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IT Asset EOL — Definitions

End User Compute Data Center

Mobility

DATA ON ASSET DATA ON ASSET DATA ON ASSET
SECURITY SECURITY

VIRTUAL ASSET VIRTUAL ASSET VIRTUAL ASSET
GOVERNANCE ‘GOVERNANCE ‘GOVERNANCE
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End User Compute Data Center BT

T-m? T-m-J [

DATAON ASSET DATAON ASSET DATAON ASSET

IT Asset EOL — Definitions

BUSINESS UNIT BUDGET

LOCATION TWO. LOCATION ONE LOCATION TWO

SEDTEE oEESEw

What Most Companies Do

DATA ON ASSET DATA RESET AND ERASURE
1

SECURITY PHYSICAL DESTRUCTION

UPDATE IN ITSM

FINANCIAL RECONCILIATION

VIRTUAL ASSET

e ACCOUNTING AND DEPRECIATION

INTERNAL EXTERNAL
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5/3/2022

18



What Most Companies Do

CCONTRACT PROCESS

VENDOR GOVERNANCE

RFP Process

Contract with Terms
Indemnity
Liability
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What Most Companies Do

CCONTRACT PROCESS
VENDOR GOVERNANCE

How Do | Actually Improve?

P
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DATA ON ASSET
SECURITY

5/3/2022

VIRTUAL ASSET
‘GOVERNANCE
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DATA ON ASSET

4 wcunry

DATA ON ASSET
SECURITY

VIRTUAL ASSET
‘GOVERNANCE

CONTRACT PROCESS

VENDOR GOVERNANCE

DATA ON ASSET DATA RESET AND ERASURE
1
=) PHYSICAL DESTRUCTION

UPDATE IN ITSM

FINANCIAL RECONCILIATION
VIRTUAL ASSET
GOVERNANCE /ACCOUNTING AND DEPRECIATION

INTERNAL EXTERNAL
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EOL Comfort Levels
Acceptable Proficient Excellent
COMPFORTLEVEL 17

Recap

/AN
DMD
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What We've Covered
Types of Responsibility

* Legal & Social
End of Life

* Definition and Consideration
Legal Responsibility

* Environmental &Data
Social Responsibility

* Definition and Your Commitments

Three Segments of an IT Asset

« Definition, Complexity and Steps
The Path to Comfort

i * Three levels and a Checklist
iaitam.org | Peace, Love & Asset Management | ACE 2022

5/3/2022

21



ITAD Solutions

Questions

A
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I've indemnified my liability by
assigning it to my vendor. What
is my risk?
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What is the FTC Disposal Rule?
hat it is:

Any person who maintains or otherwise possesses consumer information
for a business purpose must properly dispose of such information by
taking reasonable measures to protect against unauthorized access to or
use of the information in connection with its disposal.

What it specifies:

Due diligence and monitoring compliance with a contract with

another party engaged in the business of record destruction

(consumer information). Due diligence could include reviewing an
independent audit of the disposal company's operations and/or

its compliance with this rule, obtaining information about the

disposal company from several references or other reliable

sources, requiring that the disposal company be certified by a

recognized trade association or similar third party, reviewing

and evaluating the disposal company's information security policies

or procedures, or taking other appropriate measures.
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When You Get Home

A
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Dl.\'_dD EOL Responsibility Checklist

Acceptable
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Happy to Help

Aaron Zeper

480.363.2510 (cell)
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