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Process Automation: The 
‘Can’t Miss’ Ingredient for 
Efficient End-of-Life Data 
Protection
Dhia Haddej
Enterprise Solutions Product Manager, Blancco

 Data Regulations & How ITAMs can Prove 
Compliance

 Data Sanitization Methods and Best Practice

 Building Data Erasure into Existing Processes, 
Including ServiceNow Workflows

 Supporting CSR and ESG Initiatives through IT 
Asset Re-use 

Data Regulations & 
How ITAMs can Prove Compliance
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 By year-end 2023, 75% of the world’s population will have 
its personal data covered under modern privacy regulations, 
up from 25% today.

 Before year-end 2023, more than 80% of companies 
worldwide will be facing at least one privacy-focused data 
protection regulation.

 Through 2024, privacy-driven spending on data protection 
and compliance technology will break through to more than 
$15 billion worldwide.

“Growing concerns about data privacy and
security, leakage, regulatory compliance, and 
the ever-expanding capacity of storage media 
and volume of edge computing and IoT devices 
are making robust data sanitization a core C-
level requirement for all IT organizations.”

NIST 800-88R1 –
A global reference since 2014

A U.S. government document that provides  
methodical guidance when it comes to 
sanitizing data from electronic storage media 
and how to implement secure best practices.
Implementation – Verification – Audit trail

Purge: The highest security level, can be 
achieved for both HDD and SSD drives.

What is your solution to 
be able to produce the 
erasure certificate 
required from ISO 
standards and NIST 800-
88 guidelines?
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Data Sanitization Methods 
& Best Practice

What Methods Achieve it? 
Data Sanitization

Physical 
Destruction

Cryptographic
Erasure

Data
Erasure

Software

“Data sanitization is the 
consistently applied, disciplined
process of reliably and completely
removing all data from a 
read/write medium so that it can 
no longer be read or recovered.”
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Building Data Erasure into Existing 
Processes, Including ServiceNow 
Workflows
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• ServiceNow is the leader in the 2020 Gartner 
Magic Quadrant for IT Service Management 
(ITSM) Tools 

• Market presence - global reach with strong brand 
recognition

• They dominate customer shortlists for ITSM

• ITSM tool revenue market share grown four 
times as much of its closet competitor

• Strong partner ecosystem
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Threat of
Data Loss

Business 
Concerns

Shift to 
homeworking 
- Increasing
assets

Inconsistent
Processes

Risk of Punitive Measures
For Asset Loss/Breach

Employee 
Turnover 

Increasing 
Regulation
(Legal 
hold/Retention)

Corporate 
Integration/
Automation

New devices 
/ device 
types/Lease 
or owned?

Costly secure 
transportation

Remote 
Silent installation

Deployment Tools:  Intune | SCCM | BigFix | Other Tools

Device 
auto - registration

Initiate Erasure  
Remotely

Erasure Reports
collection
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Threat of
Data Loss

14

Intelligent Business Routing (IBR)

• What is it?
• Intelligent Business Routing is a business process management tool. It features workflows built 

with widgets/actions that do a certain task (start, erase, report, condition, end, etc.).
• Key facts:
• Fully customizable: based on customer needs/model specific, etc.
• Automated: little to no interaction with the operator
• Efficient: fast and scalable to reduce labor costs
• Innovative: consolidate multiple tasks into one process at one workstation.

Use Case: Define standardized test process
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Intelligent Business Routing (IBR)

Use Case: Define standardized test process
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Only ServiceNow 
erasure app

Deploy
remotely

Tamper-proof, 
certified audit trails

Operate from 
ServiceNow

portal

Maximize erasure 
efficiency through 

automation

Highly secure

Blancco Proprietary & Confidential. Do not Copy or Distribute. 
Copyright © 2020 Blancco Technology Group Ltd. All rights 
Reserved
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Unique Benefits 
of ServiceNow 
integration

Minimize
Risk through auto 

reporting 
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Certified secure erasure allows for extended lifecycles of data storage devices and 
options to re-use, repurpose or resell devices as you and your customer sees fit. 

Asset lifecycle extension/
Sustainability

Significant improvements in deployment, erasure control, reporting and auditing. 
Reduce engineer/tech time and cost spent on outdated processes 

Efficiency and Accountability  

We scale to you and your customer’s needs, from individual devices to enterprise-
scale server clusters.

Scalable solutions

Meet data security and data protection requirements and remove chain of custody 
risk.

Security!

Supporting CSR and ESG Initiatives 
through IT Asset Re-use 
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A record 53.6 million 
metric tonnes of 
electronic waste was 

generated worldwide in 
2019 according to the UN’s 

Global E-waste Monitor 
2020

106 x the weight of the 
Burj Khalifa, the tallest 
building in the world

21% increase in just
five years.

Expected to increase to
74 million metric 

tonnes by 2030

53.6 
millio

n

74 
millio

n

Example: One iPhone 12 Pro 512GB 
has carbon emissions of 
110kg over its lifetime. Only 
13% of the emissions are 
from usage. Remaining 
footprint comes from 
manufacture, packaging 
and transportation

. 

PRE-USE CARBON 
FOOTPRINT (SOURCE: 

RESTART PROJECT)

POTENTIAL E-WASTE 
SAVING OF 68M KG

54.5M DEVICES WERE 
ERASED USED BLANCCO 

SOFTWARE IN FY21

POTENTIAL CARBON 
SAVING OF 5.6BN KG

Laptop 77% Tablet 81% Mobile 79% Desktop 53%

SECURELY ERASE ASSETS FOR 
RE-USE, RESALE OR RECYCLING

EARN CARBON CREDITS 
FOR RESPONSIBLY 

SANITIZING HARDWARE

DONATE SANITIZED ASSETS 
TO ORGANIZATIONS IN 

NEED

KEEP ASSETS OUT OF THE 
LANDFILL

REDUCE NEGATIVE 
ENVIRONMENTAL IMPACT
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Check current data sanitization methods 
meet compliance requirements for all asset 
types

Ensure security & compliance and chain of 
custody “No equipment leaves our sites 
with data on it.” CIO, Fortune 500

Is your IT end-of-life policy harming the 
environment and can it support your 
organizations ESG & CSR initiatives
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