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History of Asset Security

* The first Cyber Attack took place in 1834
* The first virus was created in 1971

* The first spam E-Mail was sentin 1978
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Emerging threats

Cyber threats to asset security are diverse and constantly evolving
as technology advances. Some of the top cyber threats include:

* Malware

* Phishing Attacks

« DataBreaches

* Ransomware

* Insider Threats

« Distributed Denial of Service (DDoS) Attacks

» Social Engineering
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Evolution of ITAMrole
within Asset Security

Cloud Era
(2010’s - Present)
Automation and Al
(2010s-Present)
Hardware & Software
Integration (2000s-Present)

Software Licensing
(Late 19905-20005)

Inventory Software
(19905-20005)

Manual Tracking
(Pre-1990s)

i usu

May 7-9, 2024 The M Resort I Las Vegas,

v
H27TT
FARRY

5/3/2024

Challenges of Asset Security (in the Cloud E

In a traditional on-premises environment, assets were physically present within the organization’s infrastructure.
However, cloud assets are dispersed across various platforms, providers, regions, and accounts, making visibility
challenging. With data stored across multiple servers and locations, the risk of unauthorized access and data
breaches increases..

Asset Visibility

Cloud environments offer a high degree of flexibility and scalabilty, but this also means
Misconfiguration there's a greater chance of misconfigurations. Misconfigured security settings can
data or services to

Employees may use unauthorized cloud services or applications
Shadow IT without IT department approval. This can lead to security
vulnerabilities and data leakage if these services lack adequate
security controls or compliance measures.
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- However, according to IDG report, nearly 80%
secu"ty has Neve!' find it challenging to access the data needed to
Been More Essential make sound decisions.

The most successful
Cybersecurity teams work

with ITAM teams to ensure |
products are up to date, dP
patches installed, end of

support/life products
removed, and other types of
vulnerabilities identified.
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Critical Importance of Trustworthy Dat'a

- Trustworthy Data is the foundation of IT Asset Management according to ISO 19770-1

- “Trustworthy Data is data that is accurate, complete, relevant, readily understood by and available to those
authorized users who need it to complete a task.”

- Security, Procurement, IT Ops, Finance, FinOps, and ITAM all make decisions based on the same

trustworthy data.

y duta
The goal is to combine and normalize

data to generate rich data which can et 3\ information

serve all stakeholders. - @ t—
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Why we should heed the warnings

« Less than 1% of organizations have visibility of at least 95% of their assets.

Nearly 90% of device assets in the modern organization are cloud-based, meaning

physical devices represent less than 10% of total devices.

Only 45% of organizations have advanced asset intelligence with visibility and insight for over
75% of their assets.

The average organization has well over 500 cyber assets for every human employee.

80% of organizations are pursuing a hybrid or multi-cloud strategy, and many organizations are
experiencing cloud protection challenges.

Difficulty coordinating activities among hybrid environments is the No. 1 challenge in
understanding IT asset inventory.

The average time to identify and contain a data breach is 277 days (about 9 months). —IBM —
The total number of annual cyber-attacks increased 38% in 2022, compared to 2021. ‘
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» Identify and Classify Assets

Strategies - » Conduct Risk Assessment

» Implement Access Controls

Enhancing asset

P » Update and Patch Systems
security in the > Monit 4 Detect A i
digital age onitor an etec nomalies

» Stay Informed About Emerging Threats
» Security in the cloud
» Make known what ITAM can provide
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Identify and Classify Assets
Begin by identifying all assets within your organization, including data,

systems, applications, and devices.
Classify these assets based on their sensitivity and criticality to prioritize

security efforts.

Utilize automated tools and technologies to discover and inventory
assets across your organization's networks, systems, and cloud
environments.

Periodically review and update your asset inventory and data
classification policies to reflect changes in your organization's
infrastructure, technology landscape, regulatory environment, and
business priorities.
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Conduct Risk Assessment

Perform a thorough risk assessment to identify potential vulnerabilities and

threats to your assets.
Evaluate the likelihood and impact of various security risks to determine where
to focus your security efforts. \

Develop risk mitigation strategies and controls to reduce the likelihood and
impact of identified risks to an acceptable level.

Establish mechanisms for ongoing risk monitoring, measurement, and review
to track changes in the risk landscape and assess the effectiveness of risk
mitigation efforts.

Foster a culture of continuous improvement by incorporating lessons learned
from the risk assessment process into future risk management activities
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Vulnerability Overview
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Implement Access Controls

Establish robust user identity management practices, including user
authentication, authorization, and account management.

Use Principle of Least Privilege (PoLP) to restrict access to only those who nee
it to perform their job responsibilities.

Implement Role-Based Access Control (RBAC) to assign permissions and
access rights based on users' roles, responsibilities, and organizational
hierarchy.

Use strong authentication methods such as multi-factor authentication (MFA)
to verify user identities and prevent unauthorized access.

Provide comprehensive training and awareness programs to educate users =
about access control policies, best practices, and security awareness. 5
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Update and Patch Systems

* Use automated scanning tools to detect vulnerabilities and prioritize patching
efforts.

Keep all software, operating systems, and firmware up to date with the latest
security patches and updates.

Regularly patching known vulnerabilities helps prevent attackers from
exploiting weaknesses in your systems.

Establish a patch management policy that outlines procedures,
responsibilities, and timelines for updating and patching IT systems.

Conduct regular vulnerability assessments and scans to identify security
vulnerabilities in IT systems, applications, and infrastructure.

| ’l
Educate users about the importance of updating and patching IT systems to ‘
mitigate security risks and protect against cyber threats.
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4.1 Security Vulnerabilities - = - [ ——

‘Software with Vulnerasary scors ° Device location broakdown °
har

Pt 40

Unsuhorizedoevces 208 * C)

May 7-9, 2024 The M Resort ! Las Vegas, NV

Life with GVE Score Device type classifica
Sottware witvunerabiitis 850 veere 10 T8 | s . e o typee = °
Sofvmar itk Vioerasly 27 @ = ] i
core 18 6 = :
| u
Sofmre win olorsoury 341 o [ | [ | Software Classification °
wen B ond 10
Score becwesn B i - :
. [ ;!
unersy seore 7y 0y @ 2
sty s 5 1) || : :
|
I
|

5/3/2024

16

Monitor and Detect Anomalies and Vulnerabilities

Implement i monitoring soluti to detect and respond to

analyze security logs for signs of suspicious activity.

security incidents in real-time.
Use security information and event management (SIEM) tools to aggregate and \

Establish baseline patterns of normal behavior for IT systems, networks, and
user activities.

Provide regular security awareness training to all employees to educate them
about the importance of security and how to recognize and report potential
security threats and anomalies.

Continuously review and update your monitoring and detection processes to
adapt to evolving threats and vulnerabilities. Regularly evaluate the
effectiveness of your controls and make necessary adjustments.
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Stay Informed About Emerging Threats

Subscribe to Industry Newsletters and Blogs

Krebs on Security -> https://krebsonsecurity.com/
Dark Reading -> https:/ darkreading.com/
The Hacker News -> https://thehackernews.com/

Follow Security Thought Leaders on Social Media
Bruce Schneier: - renowned security author, and

Brian Krebs: @ - journalist who cybercrime, and

Troy Hunt: @troyhunt - Cybersecurity expert, and the creator of the "Have | Been Pwned?" breach notification service.
Nicole Perlroth: @nicoleperlroth - Cybersecurity journalist for The New York Times

Join Online Communitiesand Forums

Monitor Vulnerability Databases and Threat Feeds
National Vulnerability Database (NVD)
Common Vulnerabilities and Exposures (CVE)

Ll

Engage in Continuous Learning and Professional Development
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Security in the cloud

Adopt a Zero Trust security model
Implement robust Identity and Access Management (IAM) controls to manage N

user identities, permissions, and access to cloud resources.

Encrypt sensitive data both in transit and at rest.

Leverage built-in security services provided by cloud service providers, such as
AWS Security Hub, Azure Security Center, and Google Cloud Security
Command Center.

Implement continuous monitoring solutions to track user activities,

configuration changes, and security events in real time.

Establish governance policies and procedures to enforce security, risk A
management, and data protection practices across cloud environments. !

W

Foster collaboration and information sharing with your secur
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- ITAM and Cybersecurity

According to the IDG report, 59% report their IT security
and IT asset management teams are lacking a unified risk
mitigation strategy.

* Create an advisory group with the goal of sharing P e

information about strategy, plans, projects, goals, and o (10,000 uvers. and more] indicating
objectives. thay ata Nighly collazorative.

* It may be advantageous to bring both functions into a
common governance framework

« Ultimately, collaboration between Cybersecurity and
ITAM teams benefits all areas of the organization.

46%
Finding youn g
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* Asset Inventory and Classification

Things to remember
and review

Access Control and Privilege Management

Data Encryption

Patch Management & Endpoint Security

Implement security awareness

Continuous Monitoring & Threat Detection

Security Culture and Governance

Emerging Technologies and Trends
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