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What is workflow automation

® Automating business processes
» Ideal for repeatable, predictable processes
« Many steps
= Involving different groups
® Workflows that have been automated
» HR on-boarding and off-boarding
) Software requests
» Hardware reclamation

® NoAI©?
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Why automate

Improve efficiency and reduce errors
Compliance with business processes & regulations

Improved communication among different groups

Cost savings

Enhanced visibility
Improved customer service
Improved data security
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Why automate now

® More processes are based on digital data
® Many choices in automation tools
® Many out-of-the box templates
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Successful workflow automation

® Selecting the right workflows
» Largest impact on the organization
» Effort required to automate workflow
b Start small

® Selecting the right people
» Management & contributors

® Continuously monitor and improve
) Statistics & personal feedback
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Successful workflow automation

® Starts with the data
» Automated, accurate, up-to-date
» For SAM this means
= Detailed hardware
= Detailed software and actual usage
= Vulnerable and EOL software
® Data format
P Can be almost any format even Excel spreadsheets ©).
» Should be automated, accurate and up-to-date
» Usually in a common database format, such as SQL Server.
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Steps to implement workflow automation
® Identify and define the workflows to automate
» Ideal for repeatable, predictable processes
» Processes with the largest business impact
) Ease of implementation
® Design the workflow
» Involve a dedicated team to improve the process
» Make the workflow independent of specific people
® Test and deploy the workflow
® Monitor performance and improve the workflow
» Continual improvement
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ITAM Oasis ’ Belarc

Workflow automation tools

® Hive, Smartsheet, Monday, lira, Zapier, Trello, Asana, Nintex,...

® Our SAM & HWAM workflow examples use Microsoft Power Automate

® Decide on a tool based on
» Templates for the processes you wish to automate
» Interfaces to your apps or data sources
= SAP, Oracle, Salesforce, Stripe, etc.
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Workflow automation examples

HR on-boarding & off-boarding

Software requests

Hardware reclamation
Unauthorized, vulnerable & EOL software
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Employee On-boarding Example

Create AD No
Account
N // ~
- ~ - ~

v - ~
< Approved? /\FES-QB ®—'<\ Complete? />YL>

\\\ /// \\\///
~ Provision with
Software
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Employee On-boarding Example
Hardware from
stock or No {
purchase S
Provision with //// N Yes
 — Complete?
< o
Purchase —~
software
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Employee On-boarding Example

Un-used

surch Harvestun-
urchase software used No
software lable? icati

available? applications

Complete?

Purchase
applications
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Software un-used for 180 days or more example

Sattware Pul

Praduct/Ed e Total Usess)
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Microsoft un-used software example

Company Produs __Eoion Version _icense biodel Loginlser LastsedTimeblser _ Compunorhisme LastlisadTimeCompunr

Heresch Meronon 8 Agps forsmarprs 6 5 V120 134600 A BRRSAVIORN V173008 14890 A

o Professional Wz cloudurer 0303 123200 #M TORPOOGAIZ) 102372023 10 M

s clouduser 1072072023 T27:00 PM BERSIMCS 10112023 TZTOPM

Agptorsmarprise 6 cloudussr 10212023 1:12:00 M SINSVPWEZ 10212 11200PM

%o clouduser 102002023 3:06:90 AM ADSKPFIFAFL 102072023 620 AM

I 1020720236693 A ADSKPISNORI 02072023 300N

Pratessional 2 coudiser 10/19/2023 §-10:00 PM ADSK11640613457 I9AZ TATROPM

Prafessional 016 device 10/19/2023 £:51:00 PM ADSKPFI20Q7K 101972023 £3100PM

1 dovce 101872073 .500 AM SFOPFALTOR 1001872023 84500 A0

508 clowduser 1811772023 250 PM SFORYSEBE 10A7720z3 an00PH

S aeic 101172029 L4700 PM MACEIMIVIH 1071772023 1475050

fon n 71023 103000 AM REMPFZQDUS 101172023 103500 AM.

%019 couduses 10/17/2023 S 1700 AM MANZYHNSZY WIS 1TOAM

T 1011772073 4199 AM ACSKOCIEVAS 10T B0

Ton dedor W WIS 100 A

iconaft Project a1 deice 1011672023 50400 PM TORKRIOITNSA IR M0 PM

Microsat: Visia E deicn 10/152023 E-12:00 AM ADSKPCIDISND IR 6 LE00 A
‘ This data is at i sent to Power. and a service ticket is created. ‘
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Creating workflow with Power Automate

* Un-used software to harvest

+ Software to provision to employees
+ Software to update or remove

* Usersto add or remove from AD

+ Hardware to provision or reclaim
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Creating workflow with Power Automate
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Creating workflow with Power Automate

B ox v s i e

[or—
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Creating workflow with Power Automate

-

apanaaaaan
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Creating workflow in Power Automate
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Employee Off-boarding Example

Remove AD No
Account

A~

P N

~ ~
~ Off-board Yes

- ~
Yes
g }—<_  Complete? >
~ P -

~__ employee? - — -
\\\ /// Return ~_
Hardware &
Disable
Software
accounts
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Employee Off-boarding Example

l

Request return
all hardware

Check for all
Hardware
assigned to
User

Hardware . Yes

returned?
-
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Hardware from Discovery database

This data is automatically sent to Power Automate and a service ticket is created.
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Employee Off-boarding Example
{ 4< Check for all 9. All
Remove all software software
software logins assigned to logins
User removed?
Finding youn
ITAM Oasi . Belarc

24



Software from Discovery database

o e Ly T tow W o m ™ Ll
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Software Request Example

A~ A~ A~
PN PN TN
- ~ - ~ - ~
- ™~ License - \ Yes
< Approved? Complete? >
~ _ \-_ Available? ~ -
~ - ~ ~_ _—
~_— ~__— ~

Purchase
license
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Software request example

Availablein
No

Inventory
N
N
— T Yes
License
Complete? >
available ~emeeet
~_
Available from ~—
un-used

software
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Adobe un-used software

Liconse . LastUsed  LastUsed Last

Computer  User Email Product Edition  Version T80 pare Days Ago
By Computer) (By Computer) (By

dezk_1004 11401 bopym.fmpchys... llustrator €86 cloud war  §/23/2021 500 5/23/2027
dek 1146 11401 Niustrator 2015 cloud wer 101012021 36010/10/2021
nb 985 23913 Acrobat PraDCT 2018 cloud wer  10/13/2021 357 10/13/2021
98 20913 yewad inDezign €56 cloud wer  11/17/2021 TR
nb 985 21913 Phatoshop €36 cloud user  11/23/2021 318 1172372001
Qe 2290 142990 Photoshop. tione €53 cloud wser  12/21/2021 28812/21 /2021 288
b 449 23248 Captivate Hone 11 cloud user  1/13/2022 265 1/13/202 245
nb449 23248 Creative Cloud All Apps Pro _ Enterprise 2020 cloud wer  2/26/202 2 2261200 22
desk 387 25217 Acrobat ro OC T 2000 cloud wser  4/19/2022 169 4119/2022 169
deh 387 25217 . Creative Cloud All AppaPro  Enterprize 2020 cloud wer  4/27/2022 161 47272002 11

This data is automatically sent to Power Automate and a service ticket is created.
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Hardware reclamation example

Identify computers

that have not Email reminder to

user to return
hardware

Hardware
returned?

reported and not
returned.
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Hardware reclamation example

anufacturet Spitemilodet EnclonireType 5 JBlimber ChassiAsseTig €

MacBasiPro

1916
SETFTBTA.

e

BookProTE 1
MacBool
Machach
MacBookPro!

BookProtad
MacBookProle,!

A3BAZE4.ETOC5268

oF
cozzRowaMDB

Not reported in 30 days and not returned computers.
This data is automatically sent to Power Automate and a service ticket is created.
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Unauthorized, Vulnerable & EOL Software example

Unauthormed Create service Software
Critical Vulnerability “Cke‘sé" remove removed?
&EOL Software software
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Unauthorized, Vulnerable & EOL Software example

Hotlixes Needed

Computer Yame

W31 Cpuap2020

racle Criical Patch Update Adhwsoey - A
o
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Summary

® Workflow automation offers major benefits to organizations of all sizes
) Better customer service
» Better results and reduced errors
» Compliance with regulations
P Cost savings
» Improved visibility
) Better data security
® SAM can be an integral part of workflow automation
P Its all about the data and making it available
» Automated, accurate, up-to-date
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Belarc

® Over 1,800 customers worldwide

» Autodesk, Environmental Protection Agency, Federal Aviation Administration, NASA,
Patent & Trademark Office, Department of State, Travelers Insurance, US Air Force

» Many long term >10 years
» Located in 50 countries

® Eight US and Worldwide Patents
® Founded 1997, privately owned
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Questions and contact

Sumin Tchen
Belarg, Inc.
stchen@belarc.com
info@belarc.com

www.Belarc.com
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