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POLL1 (&

Which statement best describes your current ITAM+ITAD integration state?

Separate systems, teams, and processes with minimal data sharing

Same ITSM platform (e.g., ServiceNow) but separate modules/workflows for TAM and ITAD

Connected systems with APl integrations but separate governance structures

@ Fully integrated lifecycle with unified workflows and governance
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IMPACT OF SILOS BETWEEN ITAM & ITAD

a Security Issues: ‘1) Financial Inefficiency:

Incomplete chain of custody/improper disposal = data breaches Inadequate asset lifecycle tracking & visibility = unnecessary purchases
& Compliance Vulnerabilities: g* Operational Friction:
- asset =zero L
@3y Ervirenmenta isblky: a8 AssetManagement Gaps:
(%3 Inconsistent sustainability practices, o-waste mismanagement = » Inaccurate tracking of assetlifecycle and usage = low asset value

zero reuse/recycling recovery

ITAM (IT Asset Management) vs. ITAD (IT Asset Dispositio
ITAM ITAD

Focuses on active assets
Tracks inventory and licenses
deployment
Lacks visibility into the end-of-life

Driven by IT operations, finance,

Focuses on asset retirement

Coordinates disposal and destruction

Disconnected from the overallasset lifecycle

Limited visibilty into asset history and usage
iy
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WHY UNIFY ITAM AND ITAD: 4 KEY DRIVERS

Security & Compliance Cost Optimization
+ GOPR, HIPA, SOX, and CCPAmandate : + Integrated assst handling increases remarksting returns and
e asset tracking Security & Cost asset recovery value
« Unified sssot lfecyclavisibilty liminates Compliance | Optimization i )
security gaps untimely disposal

Sustainability Imperatives Operational Requirements

+ Responsible asset management extend: LTI Operational i i .
(ifespans & reduces e-waste Requirements R
o i a ! + Complete assetintelligance helps intimely decision-making

sustainability practices

@ bip You know?

* 609% of breaches involve improperly disposed assets
+ 30-40% of IT assetvalue is lost due to poor ifecycle planning.
+ Global e-wasteis expectedto reach 74 million tons by 2030,
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UNIFYING ITAM + ITAD = LIFECYCLE BENEFITS

NIST, SEC, Basel, WEE

Security & Compliance Sustainability
+ Compliance & regulator adherence: GDPR, impact

* Maximum assetvalue recoveryvia

Financial Optimization

* Advanced circulareconomy initiatives

Operational Excellence

Eliminated

* Maximized asset value recovery
Optimized procurement and refresh

= Streamlined cross-functional processes
= Enhanced asset intelligence-driven

decisions

investments

1AM
Deployment,

Asset Tracking,

Security

Unified Lifecycle
Management

Reuse/
Sustainability QL]
Recycling/
Remarketing

ZONES

4/18/2025

April 22-24,2025 | The M Resort Spa Casino | Las Vegas, NV

First Choice for IT*

WHEN SHOULD YOU UNIFY YOUR ITAM & ITAD?

Operating System
igration
, Windows 11)

ITSM & ITAM Module
Implementation/Upgrade
(E.g., ServiceNow)

Security Framework
Adoption (Zero Trust, NIST

800-53 Rev 5)

API Integration Projects

CMDB Refresh/Cleanup
Initiatives.

Data Center
Consolidation

Legacy Application
Decommi ing

Asset Refresh Cycle
Planning
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PROCUREMENT WITH
END-IN-MIND

= Procure assets with end-
of-life in mind

= Select ISO & R2 certified
vendors with take-back
programs

* Ensure specifications that
enable safe refurbishment

= Validate security, value,
and sustainability of
= assets
Y

Apri

PROACTIVE LIFECYCLE

MANAGEMENT

* Ensure proactive asset
lifecycle management,
from pickup to disposition

= Employ extended-use
strategies for value recovery

* Monitor asset lifecycle to
optimize replacements

» Track aging assets for
vulnerability

HOW TO UNIFY ITAM & ITAD FOR SECURITY & SUSTAINABILITY

STANDARDIZED

DEPLOYMENT TRACKING

» Tag assets for better
tracking and allocation

* Create chain-of-custody
documents from
deployment to destruction

* Ensure value-based
refresh decisions

* Setup transition protocols
between ITAM and ITAD
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SECURE & RESPONSIBLE

ASSET DISPOSAL

= Setup security protocols for
data-bearing components

* Identify refurbishment,
repair, and recycling
candidates

= Follow NIST 800-88, DoD
5220.22-M standards for
destruction

= Maintain destruction &
compliance certificates
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ITAM + ITAD INTEGRATION FRAMEWORK

ORGANIZATIONAL ALIGNMENT PROCESSES THAT MATTER

= Assess current state and integration maturity

= Executive sponsor at C-level ideally CIO or CISO)
= Create shared metrics acrossteams = Map key stakeholders and decision points
= Rogular cross-functional Reviews. * Procurement specifcation & asset onboarding
= Setup acommittee: ITAM, Security, Procurement, MU Processes &End-of-
£5G, Compliance/Legal and Finance teams Alignment That Matter = Chain-of-custody documentatior

n
= Value recoveryand disposition path selection

TECHNOLOGY ENABLERS METRICS FOR SUCCESS

« Tools supporting unified assetvisibility Technology + Security: No. of devices wiped; Data sanitized & breach incidents
* Integrated ITAM/ITAD platforms EEREE reduced

+ Chain-of-custody tracking tools Compliance: Compliance verifcation, Audit documentation

+ ESG reporting dashboards , Landifil

Automated data sanitization verification technology Financial: TCO Reduction, % value recoveryvia Resale/refurb

Operational: Inventory management accuracy, Time to disposition
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GETTING STARTED WITH UNIFYING ITAM & ITAD

Current Gaps Assessment:  Assess the current state of ITAM and ITAD gaps, opportunities, and risks.

Cross-functional Teams: Build cross-functional teams (ITAM, ITAD, Security, Compliance, Procurement).

Governance & Compliance:  Implement audit and verification process for regulatory compliance (GDPR, NIST, SEC, Basel, WEEE).

Policies & Documentatior

Setup implementation policies with zero-waste and document compliance needs.

Implementation Roadmap:  Develop a comprehensive roadmap of integration with a phased approach.
Technology & Automation:  Use Al, analytics, and ITAM platforms to enable better decision-making.
c measure outcomes and optimize them to track the impact of security and sustainability.
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Adddi a Create a unified asset
raquirements to data sanitization and repository between
procurementtemplates| | yerification process ITAM and ITAD
Develop a decision Establish a cross- Start small, scale smart
framework for functional monthly and measureimpact in
disposition pathways review process phases
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t presents the greatest challenge in your

Manuali ion process and ion outside our ITAM system
Lack of secure chain of custody tracking and audit

Integration between CMDB and disposition tracking

@ Separate dashboards for security, financial, and environmental metrics

E] Data sanitization verification, environmental reporting, and security certification
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Connect with Me!
8 +1 331-806-4006
% george.ganas@zones.com
@ George Ganas | LinkedIn
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