Securing the Exit

ENSURING COMPLETE RECOVERY OF DATA BEARING EQUIPMENT
FROM OFF BOARDED EMPLOYEES

Introduction

Aaron Officer, Manager, Digital Workspace Service
MBA, CHAMP, HAMS
BlueCross BlueShield of Tennessee
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Agenda

Introduction
Understand Device Security Protocols:
+ Learn how our company locks and protects all data-bearing devices on an employee’s last day to
ensure sensitive information remains secure.
Initiate Immediate Recovery Processes:
+ Discover how we promptly begin the recovery process for all equipment as soon as an employee
leaves, ensuring no device is left unaccounted for.
Recognize the Benefits of Equipment Recovery:
+ Understand how recovered devices can be reassigned within the company, sold for marketing credits,
or recycled, contributing to both cost savings and environmental sustainability.
Achieve Peace of Mind
+  Appreciate the seamless offboarding process that protects sensitive information, ensures efficient
equipment recovery, and provides reassurance to both the company and its employees.
Open floor for addressing any questions and providing further clarifications
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Device Safety Protocols

Manager notifies HR (via
Notification Process. [enceninneducay

upon learning of
immediately employee’s departure

Focus on securing data- Different processes for
voluntary vs. involuntary
partures

Importance of a detailed
off-boarding process.

Devices locked
Lock and Wipe immediately or end of
the last working day.

- B L Process is done using

Digital Guardian
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Process for Recovering Devices
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Benefits

Ensures rapid recovery of all data-bearing devices

Sends timely notifications and verify shipments before dispatch

Provides custom protective packaging to offboarded employees within one week

Offers convenient in-home pickup or designated drop-off sites.

Utilizes active tracking for all shipments.

Offers cost-effective, superior quality packaging
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GPS Tracker for Data-Bearing Devices

Enhanced Security for
DEYERTETSTIT-RDISIVITIMN -  Recluces the risk of losing valuable devices by monitoring their location continuously

Facilitates the rapid recovery of misplaced or stolen devices

Ensures compliance with data protection regulations by maintaining a detailed log of
device locations and movemer
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Actual Benefits of a
Structured Off-Boarding
Process

‘ Residential Recovery - Implemented in August 2021
V|
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-

¢ 9320 pieces of equipment have been returned
¢ 2,141 offboarded employees
¢ Avg 13 days — number of days for returned equipment

* Date of request till received
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What we have accomplished!

* Implemented a single vendor
+ Over $1M in remarketing credits

» Remarketing credits have outpaced disposition charges
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What we have accomplished!

* Implemented a single vendor
* Over $1M in remarketing credits

* Remarketing credits have outpaced disposition charges
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Dispositioned
Equipment

+ More than 48K pieces of equipment with 22
different types of equipment

* More that 14K various data bearing devices
that includes laptops, thin clients, tablets and
lose drives

* More than 6600 terabytes of data erased or

destroyed
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Environmental Impact

Over 78 tons of recycled
material that helped reduce... 4 497 LBS of Toxic Metals

218,008 LBS of GHG Emissions

Precious Metals Recovered

(Steel, Copper and Aluminum)
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Carbon
Reduction
Equivalencies
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423-535-3877

Connect with

M e ! Aaron_Officer@BCBST.Co
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https://www.linkedin.com/in/aaron-officer/
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