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Agenda

• Basic cybersecurity terms
• Proactive vs reactive cybersecurity
• Defenders can have an advantage
• Does proactive cybersecurity work?
• Case study: US National Security Agency, Center for Internet Security
• How SAM & HWAM can help
• Example controls in action
• Q&A and Lessons Learned from the audience
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Basic cybersecurity terms

• Attack
Unauthorized attempt to access, change, or destroy data, applications or systems.
Objectives: steal money or data, disrupt business.

• Breach
Successful attack.
Unauthorized access to confidential info, loss of access to IT assets.

• Control
Measure that protects IT assets from cyber attacks becoming breaches.
Technical, Process, Management

Presenter Notes
Presentation Notes
Helpful references: 
NIST 800-53: https://csrc.nist.gov/pubs/sp/800/53/r5/upd1/final
CIS Controls: https://learn.cisecurity.org/cis-controls-v8-1-guide-pdf
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Reactive cybersecurity
• Identifying breach after the fact.
Endpoint Detection & Response (EDR)

 Monitors endpoints for suspicious activity
 Crowdstrike, SolarWinds

Intrusion Detection Systems (IDS)
 Monitors network traffic for suspicious activity
 Checkpoint, Fortinet

Log monitoring systems
 Analyze system logs for suspicious activity
 Splunk, SolarWinds

• Reactive cybersecurity is often the main focus.
Stopping attackers in their tracks is exciting.

Presenter Notes
Presentation Notes
Cybersecurity as a video game.
This approach is still needed to help detect breaches., i.e. Dept of State in Microsoft Exchange Online breach 2023.
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Proactive cybersecurity

• Security controls that prevent attacks from becoming breaches.
Center for Internet Security (CIS)
NIST 800-53
CMMC requirements – NIST 800-171

• Proactive cybersecurity is often neglected.
Not exciting. 
No AI ).

Presenter Notes
Presentation Notes
We are not in a position to prevent attacks, although governments are doing better at this.
But we can make successful attacks, or breaches, more difficult.
Story of meeting a bear in the woods….I only need to run faster then you!

CMMC is the new DoD program of required third party audits of most defense contractors.
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Defenders have an advantage - if we implement proactive controls

• Kaspersky “The nature of cyber incidents 2022”

Presenter Notes
Presentation Notes
Vulnerability exploits accounted for > 50% of breaches in 2021
These can be eliminated!
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Defenders have an advantage
• Mandiant M-Trends 2023

Presenter Notes
Presentation Notes
Why do defenders have the advantage:
* Exploits – 32% - these can largely be prevented by patching.
* Phishing – 22%
* Stolen credentials – 14% - these can largely be prevented by MFA.
2022 data
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Top exploited vulnerabilities in 2022

Presenter Notes
Presentation Notes
65% are older vulnerabilities.  Machines are not being patched!

https://www.cisa.gov/news-events/cybersecurity-advisories/aa23-215a
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What about zero days?

Presenter Notes
Presentation Notes
Just patching will not prevent all attacks!

Google Mandiant: https://storage.googleapis.com/gweb-uniblog-publish-prod/documents/Year_in_Review_of_ZeroDays.pdf
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Does proactive cybersecurity work?

• NSA IAD under Tony Sager and Curt Dukes.
Responsible to defend US DoD from cyber attacks.
Red Team and Blue Team lessons learned.

  Same attack vectors successful time after time.
Result: Defined cyber security controls within DoD
DoD and its contractors have gotten much better

 Since the SecDef’s Exchange Server breach and F-35 design data loss.
 Cybersecurity Maturity Model Certification (CMMC).

Presenter Notes
Presentation Notes
NSA IAD = National Security Agency Information Assurance Directorate

That’s why the latest Chinese jet fighter looks just like the USAF F-35!
CMMC – required for most DoD contractors.  3rd party certifications.
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Does proactive cybersecurity work?
• Center for Internet Security
Initially funded by NSA to impart lessons learned to industry.

 CIS Controls.  Now v8.1
SAM can help with Implementation Group 1 (IG1), or basic controls.
Basic controls (IG1) successfully defends against 

 77% of top 5 attack types
 74% all attack types
 Based on analysis of actual breaches.

Presenter Notes
Presentation Notes
Based on analysis of actual breaches.
CIS Community Defense Model Version 2.0, Sept 2021
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CIS analysis of attacks and breaches

Presenter Notes
Presentation Notes
CIS Community Defense Model Version 2.0, Sept 2021
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Where SAM and HWAM can help
• CIS Critical Security Controls v8.1 – August 2024 (Top 7)
1-Inventory and Control of Enterprise Assets (hardware & devices)*
2-Inventory and Control of Software Assets*
3-Data Protection*
4-Secure Configurations of Enterprise Assets and Software*
5-Account Management (manage credentials)*
6-Access Control Management (MFA and user privileges)
7-Continuous Vulnerability Management*

• * SAM and HWAM input on these IG1 Controls.
Requires accurate, complete and up-to-date data.

Presenter Notes
Presentation Notes
Controls 1-7 are the primary proactive controls.  Out of 18 Controls in this version.
Order has changed over the years.
Belarc helps implement 1,2,4,5,6,7

https://learn.cisecurity.org/CIS-Controls-v8-guide-pdf
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CIS controls example - Hardware
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CIS controls example - Software
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CIS controls example – Data Protection
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CIS controls example – Account Management
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CIS controls example – Vulnerability Management
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Example controls in action

• Data requirements
Accurate, complete and up-to-date
Able to be easily shared with other groups
Able to be easily used in workflow automation
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Hardware assets
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Approved software
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Non-compliant software
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Hotfixes needed & EOL software
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Drive encryption
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User accounts
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How SAM & HWAM can help insure cybersecurity

• Support your organization’s cybersecurity controls effort
With accurate, complete, up-to-date data.
Controls can be CIS, NIST, home grown, etc.

• Integrate this data with Workflow Automation
Automate implementing and confirming the security controls.
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Belarc company

• Over 1,800 customers worldwide
Commercial

 Autodesk, Novelis (Canada, Korea), Shell Canada, Travelers Insurance (India)
US Federal Government

 Environmental Protection Agency, Federal Aviation Administration, NASA, Patent & Trademark Office, 
Department of State (DS), US Air Force (844th CG)

Many long term >10 years
Located in 50 countries

• Eight US and Worldwide Patents
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Q&A + Lessons Learned from you

Sumin Tchen
Belarc, Inc.
(e) stchen@belarc.com
info@belarc.com
www.belarc.com

mailto:stchen@belarc.com
mailto:info@belarc.com
http://www.belarc.com/
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